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A2 - Injection Flaws

A1 - Injection

Al - Cross Site Scripting (XSS)

A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session Management

A3 - Broken Authentication and Session Management

A4 — Insecure Direct Object Reference

A4 — Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

A5 — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 — Insecure Configuration Management>

A6 — Security Misconfiguration (NEW)

A10 - Failure to Restrict URL Access

A7 - Failure to Restrict URL Access

<not in T10 2007>

A8 — Unvalidated Redirects and Forwards (NEW)

A8 — Insecure Cryptographic Storage

A9 — Insecure Cryptographic Storage

A9 — Insecure Communications

A10 - Insufficient Transport Layer Protection

A3 — Malicious File Execution

<dropped from T10 2010>

A6 — Information Leakage and Improper Error Handling

<dropped from T10 2010>
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SQL Injection
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select * from member
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select* from member where UID =* “ request.getPar..("ID")" ' And

Passwd ='" request.getP..("Pwd") " !
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select* from member where UID ='Admin '--' And Passwd =""
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Cross Site Scripting (f&j5HIXSS)
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Remote File Inclusion, FEACHL 4
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a $report =$ POST/[file’];

include $report;
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OS command injection, #E1E &% dr 1A
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Exec
System()
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<?php
$dir=9%_ GET["dir'";
if (isset($dir))
{

echo "<pre>";

system("ls -al ".$dir);

echo "</pre>";

}

7>
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= MJi&:  http://www.test.com/ex1.php?dir= |cat /etc/passwd
s Mdr 22 T system("ls -al |cat /etc/passwd");

fﬂﬂt@ﬂ|@§]Pntp:ffwww.test.comfexl.php?dir=fIcat%20efetcfpasswd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin: /sbin/nologin
adm:x:3:4:adm: /var/adn: /sbin/nologin
1p:x:4:7:1p:/var/spool/lpd: /sbin/nologin
sync:x:5:0:sync:/sbin: /bin/syme

shutdowm:x:6:0: shutdown:/sbin:/sbin/shut down
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
news:x:9: 13:news: fetc/news:

uucp:x: 10: 14:uuep: /var/spool/uucp: /sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
games:x:12:100: games: fusr/games:/sbin/nologin
gopher:x:13:30: gopher:/var/gopher:/sbin/nologin
ftp:x:14:50:FTP User:/war/ftp:/sbin/nologin
nobody:x:99:99: Nobody:/: /sbin/nologin
rpcix:32:32:Portmapper RPC user:/:/sbin/nologin
mailnull:x:47:47::/var/spool/mquene: /sbin/nologin
smmsp:x:51:51::/var/spool/mquene: /sbin/nologin
apache:x:48:48: Apache: /var/wwnr: /sbin/nologin 42
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Directory traversal , H¢ %k
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Distributed Denial of Service (DDoS)

o FIHMZE AR FEA R, hE&ERIRSIER, HFE
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0 WIHFERALF . UDP DNS Query Flood. Connection Flood-.
HTTP Get Flood% %

a0 WERA: syn_flood, ack flood, rst flood, udp flood,
icmp_flood %
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Broken Authentication and Session Management
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Insecure direct object references
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SIS SNTE
int cardID=Ingeger.parselnt(request.getParameter(“clD"));
String quer="select * from table where cardID=" +cardID;

o Wik
int cardID=Ingeger.parselnt(request.getParameter(“clD"));
User user= (User) request.getSession().getAttribute(“user”);

String quer="select * from table where cardlD=" +cardID +"and
useribD="+user.gettb();
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